AML Checks

Everything you need to know
about completing AML
checks with Credas
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Anti-Money Laundering (AML) checks are essential processes used to verify a client’s identity and
ensure that their funds come from legitimate sources. These checks are designed to prevent financial
crimes such as money laundering, terrorist financing, and fraud.

Depending on the level of risk, AML checks can vary from standard checks, which involve basic
identity verification, to enhanced checks, which require more detailed investigations, such as verifying
the source of funds or screening for politically exposed persons (PEPs).

By performing AML checks, businesses help maintain compliance with legal regulations and protect
themselves from financial crime. As part of our AML solution, we offer the ability to complete
Standard & Enhanced AML checks as well as additional checks such as ‘Know Your Business’, ‘Source
of Funds’ and ‘Ongoing Monitoring'.

This guide talks you through everything you need to know about AML checks within Credas including
how to send AML checks to your clients, manually complete AML checks and also how to review their
results.
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* ID Checks — Your client will be asked to capture a Biometric Identity Document and liveness selfie to be verifie

» Address, Mortality & DOB - Your clients name, address & DOB will be checked against Credit Reference Agency &
the electoral roll as well as the UK Deceased Person's record.

 PEPs & Sanctions Screening — Your clients name & DOB will be checked against International & Domestic PEP and
Sanctions databases.

We also offer the following checks alongside our PEPs & Sanctions Screening:

» Adverse Media - If your client has been reported to have been involved in financial crime from global newspapers,
news sites or other verified media, this will be flagged.

» Disqualified Director — If your client has been reported as disqualified from acting as a director of a UK company,
sourced directly from Companies House, this will be flagged.

 Law Enforcement - If your client has any reported official documentation from Law Enforcement bodies such as the
Police or any other agency such as Interpol or the FBI, this will be flagged.

On-going Monitoring - Automatically re-run PEP & Sanctions checks on your clients for a period of your choosing.
This includes regular checks and updates to verify that no new risks or issues have arisen that could impact the transaction.

e have a wide range of checks available via Credas including Source of Funds & KYB, for more information on our full

list of checks , or if you would like to add any of these checks to your portal, please email
sales@credas.com.
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https://partnersupport.credas.com/support/solutions/articles/44002540264-our-journeys-products
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Sending Checks to an
Individual

« Thissection talks you through sending an
invitation to an individual to complete a
AML Check.

« (2 CREDAS
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Settings @ g

All filters ::: + Add new o

Not performed Mot performed

 To send a new check to an individual, click ‘Add new’ in the top right-hand corner of your
individual's page in the Credas portal.
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Quick key request

Select the action you

Create an individual

@  1GF 575\_

Right to Rent Safe Harbour

Proof of Ownership Rent afe
Confirm details
Cancel

oY /

1
@ onenAs.

You will then be presented with the invite
wizard.

To send the check to the individual to complete
themselves remotely click the highlighted
option ‘Send new invite to an individual..

This is the default option and the option you
will likely use the most.

The other manual options will be discussed
later in this guide.
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Personal information

Contact info
provide the details for the individual you would like to create e TE———

de the con
Name

Telephone

Date of hirth

Address (optional)

Your reference

Enter Manually

* You will then be asked to fill out the individual’s personal . You can add the individual's contact information on this
information. )
next slide.
« We recommend including the individual’s Date of Birth if T : :
you know it here, this will then be checked against the : Yﬁu can also add the individual's address here if you
individual's |dentity Document. choose.

* You can also choose to add a reference depending on
your internal processes.
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Select journey(s) Contact methods

Select the journey(s. t you would like the individual to complete. Select the contact methods for each of the individuals.

Individuals

Credas Test

) Contact preference
Identity | Address

Thi run following checks: Send mail and an SMS (Recommended)
Send email

Send an SMS

Identity | Address | International Screening

Thi wing checks: Don't send an invite, I'll complete the process myself

+44United Kingdom -

Identity | International Screening
This journey will run the fallo cks:

Cancel

* You will now be presented with the list of * Confirm how you wish to contact the
checks/journeys available on your portal. individual, we recommend sending both an

: : : email & SMS.
* Once you have clicked the journey you wish
to send to the client, click ‘Next'. * Once submitted, your journey has been sent
to the individual to the complete.
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Completing manual AML
Checks

e Ifyoudonotwishtosendaninvite toan

individual to complete a check, you can
run manual data checks instead.
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Quick key request

Create an individual

O NIEA

Safe Harbour Righ
ils

Proof of Ownership Rig

]
Work
b
]
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jht to Rent :
Cancel

There are two ways to complete manual checks
on an individual from the invite wizard.

 Option 1: Create and go to profile

* Option 2: Create individual and run a new
check

We will talk you through Option 1 first.
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Contact information

Personal information etals for the incivickul vou wish s Graate

Email
Name

Telephone

Date of birth
Address (optional)

Your reference Enter Manually

1. You will be asked to fill out the client's 2. You can add the client's contact information on
personal information. You can also choose to this next slide

add a reference depending on your internal
policies.
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o

Identity Checks User Details Processes Evidence eSign Documents Exports Notes

Available Checks

By ® @ ® ® O
7

Liveness ID verification Supporting documents Address and Mortality Sanctions and PEPs

[ol Q) - 0) |2
A
<7

: Digital Identity Trust
Bank account Source of Funds Proof of ownership Framework Right to Rent

* You will then be taken to the individual's profile, where you can run the manual checks. To run manual
AML Checks, you have the option for uploading an ldentity Document, running an Address & Mortality
check and running a PEPs & Sanctions check.

You can also run other manual checks such as bank account checks, proof of ownership checks or upload
supporting documents to the individual's profile, such as proof of address documents (please note, we
do not verify non-biometric documents).

* This guide will walk you through running the AML manual checks, however if you are interested in
completing the other manual checks,
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https://partnersupport.credas.com/support/solutions/folders/44001245705

| Upload ID document

What kind of document do y
) o Requested
] 12 Oct 2024

@ View

* If you wish to manually upload an Identity Document, you * Once uploaded, the Identity Document tile will
will be presented with the above screen. appear blue whilst the Identity Document is being
reviewed.

Choose the Identity Document type and upload the file.
* On average you will see the results come through
within five minutes.

For the best chance of a pass, please ensure you upload a
PNG or JPEG picture of the Identity Document. We do not
accept scanned or document copies.
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Address and Mortality

Select Address and Mortality profile

* If you wish to run an Address & Mortality data check, you * Enter and review the clients name, date of birth &

will be listed with pass profiles to choose from. These address.
are pass parameters. More information on these can be . Click ‘Run Data Check’ and the results will then
found ' appear on the individual's profile.

* Click on the profile you wish to use; we recommend the
default profile at the top of your page.
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https://partnersupport.credas.com/support/solutions/articles/44002542994-address-morality-faqs

Sanctions and PEPs

* If you wish to run a PEPs & Sanctions data
check, you will be presented with this screen.

* Ensure the individual’'s name & date of birth
are correct.

* You can then configure the PEPs & Sanctions
settings to match your requirements. These
include whether you want the results to
return name matching as ‘exact’ or ‘fuzzy’ (one
or two letters of the name differing).

* You can also choose the DOB matching
settings to include exact DOB matches, no
DOB matching, and DOBs matches of the
within the same year.

Run Data Check

Cancel
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Sanctions and PEPs

* You can then configure which PEPs &
Jout a date of birth Sanctions checks you wish to run including
law enforcement and adverse media.

* You can choose which PEP tiers to run
against (out of Tiers 1, 2 and 3)

* And finally, you can choose to turn on on-
going monitoring for the individual for a set
of time.

* Once the settings are how you wish, you
can click ‘Run Data Check’, and the results

fe e will appear in the individual's profile.

Add to watch list (on-going monitoring)

Run Data Check

Cancel

(CoREDAS
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As previously mentioned, there are two ways
to run manual checks on an individual.

Quick key request

* Option 1: Create and go to profile

e Option 2: Create individual and run a new
check

* Running a manual check via the 2"d option
will let you complete one data check straight
away, for example the address & mortality
data check.

* This is mostly used if you are looking to only
run one manual check on an individual.

€ e

Proof of Ownership Right to

| * Click the check you wish to run and input the
individual's information. This data check will

) then run, and you can then choose to run
other data checks after this.
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Results & Next Steps

This section aims to provide an overview on everything
you need to know regarding understanding the results
and what you can do next:

Liveness

|D verification

Address & Mortality

International Screening

Downloading PDF’s

Resubmitting the check to the individual
On-going Monitoring

Tips & Tricks

=
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If a check appears as blue,
your client has not yet
completed the check.

1
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If a check appears as green,
the check has passed.

You can click ‘View’ if you
wish to see the
information/document
provided by your client.

If a check appears as orange,
the check is pending
validation.

This means that the check
will need manually reviewing
by yourselves.

You can click ‘Review’ to
review the check and either
pass/fail it.

If a check appears as red,
the check has failed.

You can click ‘view’ if you
wish to see the
information/document
provided by the client as
well as the reason for the
failure.
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* Liveness results will appear to you as eithe

Review liveness pass or refer.
* When an individual has not passed their liveness
. ) : selfie, they will be asked to perform a Unique

Action Protocol (UAP) for you to pass or fail
manually as can be seen in the picture.

e A UAP is a photograph of themselves doing a
requested pose, such as putting their finger to
their chin.

 More information on Liveness results can be
found

If you have Credas+, our back-office team will
review the UAP for you and you will be presented
with either a pass or fail.
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https://partnersupport.credas.com/support/solutions/articles/44002544114-liveness-results

Our Identity Checks are split into two categories: 1. an Individual
has submitted a passport and scanned their NFC; 2. an Individual
has submitted a different Identity Document).

When an individual has submitted a passport and scanned their
NFC, you will be presented with the following checks:

e Overall result — An overall result of the below checks.

* Face match - Confirms whether the face on the ID matches
the face in the selfie.

 Name match result - Confirms whether the name on the ID

matches the name on the invite.

DOB match result — Confirms whether DOB on the ID

matches the DOB on the invite.

NFC result - Indicates whether we were able to complete

an NFC read on the passport’s RFID chip.
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@ Passport (United Kingdom) -

Passport No./Passeport No,

999211981

Code/Code
GBR
/ JAN 95
Sex/Sexe (5) Place of birth/Liey de naissance (6)

Date of birth/Date de naissance (4)
F

ANGELA ZOE
Nationality/Nationalité (3)
BRITISH CITIZEN

Given names/Prénoms (2)

Surname/Nom (1)
UK SPECIMEN

01 JAN

Type/Type
P

PASSPORT
PASSEPORT
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19 HMPO

Date of expiry/Date d"expiration (9)

LONDON

Date of issue/Date de déliviance (7) Authority/Autorité (8)

27 NOV / NOV
27 NOV / NOV 29

P<GBRUK<SPECIMEN<LK<ANGELA<ZOE<K<K<LLLLKLKLLKLKLKLLLKLKL

9992119815GBRI501016F2911272<<<<<<K<KK<KL<L<LK<06

~ @ Overallresult -
© Facial matchresult -
@ Visual analysis -

© Name matchresult -

NFC result -

@ Age validation result -

@ Police record -

@ Compromise alert -
© Repeatattempts -

Notes
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When an individual has not submitted a passport but another form
of ID, such as a driver's licence, you will be presented with the © passport (United Kingdo) -
following additional checks in addition to the ones mentioned on R
the previous page.

< @ Overallresult -

© Facial matchresult -

| o~
ats

@ Visual analysis -

2
g
-

© Name matchresult -

* Visual Analysis - Confirms the document is authentic.

e Age validation result - This checks whether the date of
birth on the identity document confirms the holder to be
at least 16 years of age.

* Police record - This checks the Metropolitan Police
‘Amberhill” database to determine whether the document
has been recorded as lost, stolen, or compromised.

e Compromise alert - This checks national databases of

reported compromised documents.

Repeated attempts — This checks whether the document

has been submitted before but with different information

(e.g. same face and passport number, but different date of
birth).

NFC result -

Passport No./Passeport No,

999211981

@ Age validation result -

Code/Code
GBR

@ Compromise alert -

/ JAN 95
LONDON

© Repeatattempts -

BRITISH CITIZEN

Date of birth/Date de naissance (4)

01 JAN

27 NOV / NOV 19 HMPO
Date of expiry/Date d"expiration (9)

27 NOV / NOV 29

ANGELA ZOE
Nationality/Nationalité (3)

Given names/Prénoms (2)

Type/Type

P

Surname/Nom (1)

UK SPECIMEN

I3

Date of issue/Date de déliviance (7) Authority/Autorité (8)

Sex/Sexe (5) Place of birth/Liey de naissance (6)

Notes

PASSPORT
PASSEPORT
9992119815GBRI501016F2911272<<<<<<<<K<K<<K<K<K06

P<GBRUK<SPECIMENL<ANGELA<ZOE<K<L<LLLLLLLLLLLKLKLKLKL
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ID verification

Checks

ID Document Verification

« A detailed report will always be provided
when an ID verification fails or has referred.
This report will highlight the reasons why it
has failed. More information on reasons why e ' S A oversiresut - Fail
an Identity Document may fail or for help
understanding your detailed report can be
found

* |f you would like your client to retry this
check, you can resubmit the check to them
by following this process.

A Facialmatchresult - F

@ Visual analysis -

JAOdHASSVd
LAOdSSVd

HON ANV NIVLI¥E LVIYD 40 WOAONDI a3 LIND

© Name matchresult -
NFC result -

)

4

! (9) saupssieu ap nonannG Jo wae (s) aspas

@ Policerecord -

(£) 2mevonen/Aneuonen
30Z Y139NV
(Z) swouRig/sauey Uaan
NIWIJI3ILS N
(1) wonpwewns

d

SdAy rodhy

@ Compromise alert -

62 AON / AON 22
(6) uopesdxa.p 9pasindxa jo ayeq
OdWH 61 AON / AON 22
NOGNOT

S6 N¥r / NYP L0
(#) surssiey ap 21e@ ARG Jo Meg
N3IZILID HSILINS

¥89

aposyaped

© Repeat attempts -

Notes
No notes have been added yet
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https://partnersupport.credas.com/support/solutions/folders/44001245631

If you would like to re-run the address
check, you can do so by clicking into
settings and click ‘run a new check’. You
can do this without contacting the
individual.

If you would like to
pass/fail the check, you
can do so by clicking
‘Refer’ here

Within the Address & Mortality

results tab, you will be able to see
=+ Address and Mortalitv View PDF
the clients DOB and their address as - .

well as if the result has Archive
passed/referred. S
By CI iC ki ng O n e it h e r ! U K C red it 05:02 Angela Specimen 7 a8 Westminster Street, London, W10 5BB

Bureau’ or ‘UK Mortality’ you will be
able to see which sources have been UK Mortality
correctly matched with. R
As standard, our address & mortality

UK Credit Bureau (Advanced)
checks are run to the following Performs authentication of voter details and credit account details against Electoral Register, Credit Database and Credit 1

profile — Standard Checks (1+1 inc.
DOB).

If you would like more information
on address & mortality results, A (Electoral Register) No records returned from supplier, unable to perform matching
please click

Mo/insufficient middle name initial supplied

A (Credit Database) No records returned from supplier, unable to perform matching
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https://partnersupport.credas.com/support/solutions/articles/44002543223-address-mortality-results

&) sanctions and PEPs

1
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For PEPs & Sanctions results, you will be either be presented with a
pass or manual review needed. If you have Credas+, your results
will either show as a pass or a fail, as our back-office team will
manually review the possible matches for you instead.

If you do not have Credas+, any possible matches to your client that
flag will need you to manually look at the results and review them.
If there are matches for the individual, they will all appear here in
the Sanctions and PEPs tab with an image (if available), details
relating to the individual and the reasons why they have a
PEPs/Sanction match.

To see more details on the potential match, you can click the ‘View
Full Report’.

You can review each potential match individually by clicking
‘Validate’ or you can click ‘Review now’ to review the possible
matches all at once.

You will be asked to confirm if the matches are not your client
‘Mismatch’ or if they are your client ‘Match’ as well as writing a
comment.

More information on PEPs & Sanctions results can be found
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https://partnersupport.credas.com/support/solutions/articles/44002543224-peps-sanctions-results

If the individual failed their Liveness and Identity Document, you could resubmit the check to them via the
following process:

1. Gointo the Process tab within an individual's profile.
2. Click on the process you wish you to resubmit.

!ANGELA SPECIMEN o

Identity Checks User Details Processes Evidence eSign Documents Exports Notes

Identity | Address | International Screening Email q Hannah Rowe
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3. Once you are in the process you wish to resubmit, click the
‘Resubmit Identity Check’ button here:

' Resubmit identity check ' ¥ View PDF

Identity | Address | International Screening

Overview PDF Packs Personal Details Residential Address Address and Mortality International Screening Identity: ID document Ide  Show 4
info

Overview

Date completed

1 Personal Detalils 16 May 2024 100%

(@ chmns
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Step 1 - Select the customers you want to re-invite

4. Confirm if you would like the individual to
resubmit:

* All documents

e Biometric documents (ldentity
Documents)

* Supporting Documents (if Supporting
Documents were asked for during the
previous journey)

5. Confirm if you would like to send an invite
using the same contact details as before.

6. Confirm and send the invite.

7. The individual will then be sent an invite to
resubmit their documents.

Which customer needs to re-complete their identity check?

ANGELA Z0E UK SPECIMEN All documents

Cancel
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PDFs...

The way to download the individual’s profile and results in a PDF, will depend on how you
sent the journey to the individual:

e Option 1: You sent a journey (such as Identity | Address | International Screening) to
the individual to complete remotely.

* Option 2: You completed manual data checks on the individual, without sending
anything to the individual.

)
@ onenAs.
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What would you like to ° Identity Check Repo

would like 1« Select the prc would like

Select a process

Identity | Address | International Screening

o 4 Quick Actions A @ Use most recent checks?

Export Identity Check Report
Check Report for

Run a CAPP check

Run an anti-money laundering protection

Complete now .
Cancel

1. Click on the Quick Actions 2. Select Export Identity Check 3. Choose which process you want to download
enu within an individual's Report. a report for. You can also toggle on ‘use most
profile. recent checks'.

(CoREDAS
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Identity Check Report

Select all the contents you wish to include

® selectall

Identity Check Report

Pr PDF

Address and Mortality Checks

Sanction and PEP Profiles

Identity | Address | International Screening

Identity Checks
Date: 19 July 2024 Requested by: Hannah Rowe

Forms
& Personal Details

Full name: ANGELA SPECIMEN
DOB: o
Mobile: ot specifiec

Download PDF

Export PDF

Back

Save PDF

4. Confirm which parts you wish to 5. You now have the option to view, save, download or print
include in the PDF. You can click the PDF.

‘Select all’ to include everything.

(@ chmns
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 When manual checks have been run, you will need to download the individual checks PDFs

separately.
* You can do this by going onto the check and clicking ‘View PDF’ where you will then get the option
to download it.

Address and Mortality .

Settings Archive

For Date ¢ th Address
Angela Specimen 17 O 999 Buckingham Palace, London, E10 5DS

UK Credit Bureau (Advanced)

UK Mortality
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ashboard Companies Settings

Ongoing monitoring Deletion rules

al-wide watchlist rules for PEPs and Set auto-archive and ¢

{ Back to Settings

Ongoing monitoring

International Sanctions and PEP’'s

Allows you to automate ongoing International Sanctions and PEP's against multiple sanctions and enforcements lists as well as
against the Politically Exposed Persons lists, globally.

Enable

Save Changes

/": >
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Ongoing Monitoring can be set up within
the settings page on the portal.

Ongoing Monitoring will automatically run
PEPs & Sanctions in the background for all
your clients. If there is a change in their
PEPs & Sanctions record within the set
time frame, you can be notified.

You can customise the length of time OGM
will be run portal wide. Credas’ default
timeframe is six months.

To receive Ongoing Monitoring alerts, you
will need to turn on notifications. More
information on this can be found

Please note — Ongoing Monitoring is a
chargeable featue, if you have any
questions, please get into contact with us.
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https://partnersupport.credas.com/support/solutions/articles/44002547969-ongoing-monitoring

* Did you know that you can customise your main individual’s table so you can see the results of data chec
without having to go in and check every individuals result? You can find out more information

e If you or the individual has inputted their information incorrectly such as their name, contact details or date of
birth. You can change them within the ‘User Details’ section below and re-run any checks with the new
information.

(GREDAS Portal ¥ Individuals Processes  Dashboard Settings

Credas Test

ldentity Checks User Details

Personal Details

When running manual AML checks, some clients add notes to an individual’s profile (which will also appear in
the PDF) to confirm they have met the individual and confirmed their liveness in person. For more information
on adding notes, click

)
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https://partnersupport.credas.com/support/solutions/articles/44002519771-table-configuration
https://partnersupport.credas.com/support/solutions/articles/44002543220-adding-notes-to-an-individuals-profile

Where to go if you need more support?

 We have a variety of support resources available to you and your clients including:
« Common FAQs.
* A knowledge base with specific articles on areas of the portal.

* A knowledge base for your clients that they can visit which includes step-by-step
guides on how to complete our checks

To contact us, please use the below quoting as much information as possible including the
reg-code in question (if applicable):

N\ .
Log a Support Ticket here Call us on 029 2010 E View our Knowledge
\\ 2555 Base here

(@ onems 2024



https://usersupportportal.credas.com/support/solutions/44000819230
https://partnersupport.credas.com/support/home
https://partnersupport.credas.com/support/home
tel:02920102555
tel:02920102555
https://partnersupport.credas.com/support/solutions
https://partnersupport.credas.com/support/solutions
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